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Hosted Central Management Solutions for FortiGate Systems

Centralized security reporting, logging, and configuration management are critical components of a large enterprise’s security best practices. To
enable smaller organizations to benefit from these capabilities, which are typically priced out of reach of smaller organizations, Fortinet offers
the FortiGuard Analysis and Management Service. By delivering the solutions via a hosted service model, businesses of all sizes using FortiGate®
platforms can have a robust, fault tolerant security reporting, log management, and centralized management solution. There are no additional
requirements for hardware, software or facilities—providing a low cost of entry for smaller organizations.

Analysis Features

Top Viruses by Destination ° On-Demand Service Securely access the service from any Internet connected web browser.
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° Reporting Ability to instantly view your risk posture, network performance and
availability of applications with an easy to use interface. Reports can be
generated and selected with an online calendar picker widget.
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° Log Management Review logs real time or historically to assist with detailed understanding
of FortiGate System Event, Traffic, Attack, Antivirus, Web Filter, Email Filter,
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IM, Content and VolIP logs as well as site-to-site and remote access VPN
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e Security and device event logging e E-Mail Content Archival Store email content and track activity using advanced content analysis for
complete understanding of internal and external compliance.

e Real-time event monitorin
g ° User Roles and Privileges Easily control who has access to the service, what their privileges are and

) ) what alerting and reporting capabilities they are assigned.

e Pre-configured graphical reports

. E-Discovery E-Mail data collection tool for forensic analysis allows you obtain e-mail
e Flexible report delivery options data using multiple criteria.

Management Features

M Configuration Template Store configuration data for multiple FortiGate devices centrally for rapid Zm@“:;“ j::fni; Lo 25 e 0 0t 50 >’ }:M’:
Repository deployment of new devices using similar policies. Protocol Refresh | | print
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o Firmware Management Maintain a central repository of FortiGate firmware images and update i
devices in real-time or on a scheduled basis. Ha/e
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° Script Tool Alloyvs the deployment of identical configuration items to many Ten Customizable Dashboard Widgets
devices. e Resource Monitor [real time, historical] CPU,
HDD, Memory with alert profiles
e Multiple Roles for Easily control who has access to the service, what their privileges are, * Network Monitor: interface bandwidth, SSL &
Administration to which devices they have access. . E/Sei(; mm’g:dth' # of sessions
o Traffic Report [drill down]
° Simplifed Disaster Recovery Configuation and log data is stored off-site and available 24x7x365 for e Web Filtering Report [drill down]
business resumption. e Virus Report [drill down]
¢ |PS Report [drill down]
e Anti Spam Report [drill down]
° Remote Viewing Overcomes challenges related to site visabilty and management of remote | e Trap Console
locations. e Report Browser
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Rapidly Deployed FortiGuard Hosted Solutions

The FortiGuard Analysis and Management Service is delivered in the same way as other FortiGuard Subscription Services. The service is easily
configured from the FortiGate device, authorized by the FortiGuard Center and in less than 10 minutes up and running. This allows for an on-
demand approach to security log management, reporting, content archival, policy management, and configuration management. Securely access the
service from anywhere there is an Internet connection via your favorite web browser. Maintain visibility of your overall risk posture, receive detailed
information for troubleshooting purposes and have assurance that your business is running securely and smoothly.
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ANALYSIS SERVICE SR ForRTIEATE. MANAGEMENT SERVICE
Centralized Event Logging Mault-Threat Security System Configuration Management
Automated Reporting Firmware Management
Real Time Event Monitoring Policy Change Auditing
POWERFUL EASY COST-EFFECTIVE
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FortiGuard Analysis FortiGuard Analysis and FortiGuard Analysis and
e Sophisticated logging and reporting Management Service Management Service
* Large selection of pre-configured reports | | e No equipment to buy or maintain * Hosted within the FortiGuard Network
* Flexible delivery options and scheduling e Automated installation e Reliable service with expert support
* Aids in demonstrating compliance e \Web browser-based user interface e Consistent backups and upgrades
FortiGuard Management e Secure data transmission and access e Integrated FortiGuard Security
e Real time device monitoring Subscription Services
e Centralized configuration repository
e (Centralized firmware management

FortiGuard Analysis and Management Service Ordering Guide

Fortinet offers simple and compelling pricing for FAMS. Pricing is based on an annual contract. Through your authorized FortiPartner, Fortinet
sells blocks of 10 gigabytes of storage for a one-year period. You can add blocks together to increase the amount of storage or increase
the number of years of service. You provide these details of the purchase when you enter the contract information into the FAMS portal. A
FAMS contract supports up to 10 devices.

=RTINET

GLOBAL HEADQUARTERS EMEA SALES OFFICE-FRANCE APAC SALES OFFICE-SINGAPORE

Fortinet Incorporated Fortinet Incorporated Fortinet Incorporated

1090 Kifer Road, Sunnyvale, CA 94086 USA 120 rue Albert Caquot 61 Robinson Road, #09-04 Robinson Centre
Tel +1-408-235-7700 06560, Sophia Antipolis, France Singapore 068893

Fax +1-408-235-7737 Tel +33-4-8987-0510 Tel: +65-6513-3730
www.fortinet.com/sales Fax +33-4-8987-0501 Fax: +65-6223-6784

Copyright© 2006-2009 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, and FortiGuard®, are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be trademarks of Fortinet. All other product or company names
may be trademarks of their respective owners. Performance metrics contained herein were attained in internal lab tests under ideal conditions. Network variables, different network environments and other conditions may affect performance results,
and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding contract with a purchaser that expressly warrants that the identified product will perform according to the performance metrics herein.
For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any guarantees. Fortinet reserves the right to change, modify, transfer, or otherwise revise
this publication without notice, and the most current version of the publication shall be applicable. Certain Fortinet products are licensed under U.S. Patent No. 5,623,600. FAMS-DAT-R4-0909



