








FortiDDoS™

FORTIDDOS FEATURES

Reporting Statistics — Top Attacked Subnets and Centralized Event Reporting
f Filterable Attack Log IP Addresses f SNMP
f Over 80 built-in reporting graphs for — Top Attacked Protocols f Email/Pager
each protected subnet and for each — Top Attacked TCP and UDP Ports f RESTful AP
traffic direction — Top Attacked ICMP Types/Codes f Support for FortiAnalyzer, MRTG, Cacti
Summary Graphs and Logs for: — Top Attacked URLs . .
' —Top AtzyaCkSp ° - Top Attacked HTTP Hosts, Referers, AUdlt and AQCGSS Trails
— Top Attackers Cookies, User-Agents f Login Audit Tral

_Top AL Drops — Top Attacked DNS Servers f Configuration Audit Trail
— Top Attacked DNS Anomalies
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FortiDDoS™

SPECIFICATIONS

Hardware Specifications
LAN Interfaces Copper GE with built-in bypass

FORTIDDOS 200B

FORTIDDOS 400B

FORTIDDOS 600B

FORTIDDOS 800B

WAN Interfaces Copper GE with built-in bypass

LAN Interfaces SFP GE

WAN interfaces SFP GE
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LAN Interfaces SFP+ 10 GE / SFP GE

WAN Interfaces SFP+ 10 GE / SFP GE

LAN Interfaces LC (850 nm, 10 GE) with built-in bypass

WAN Interfaces LC (850 nm, 10 GE) with built-in bypass

Storage

1x 480 GB SSD

1x 480 GB SSD

1x 480 GB SSD

1x 480 GB SSD

Form Factor

1U Appliance

1U Appliance

1U Appliance

1U Appliance

Power Supply

System Performance

Single
(Optional External
Dual Hot-Swappable)

Single
(Optional External
Dual Hot-Swappable)

Single
(Optional External
Dual Hot-Swappable)

Single
(Optional External
Dual Hot-Swappable)

Throughput (Enterprise Mix — Gbps) 3 6 12 12
Packet Throughput (Mpps) 4 8 16 16
Latency (us) Maximum/Typical <50/<10 <50/<10 <50/<10 <50/<10
DDoS Attack Mitigation Response Time (s) <2 <2 <2 <2
Advanced DNS Mitigation (Firmware v4.2.0) Yes Yes No Yes

DNS Queries per second (M) 1 2 NA 4

Open Hybrid Cloud Mitigation Support Yes Yes Yes Yes
Environment

Input Voltage AC 100240V AC, 50-60 Hz 100-240V AC, 50-60 Hz 100-240V AC, 50-60 Hz 100-240V AC, 50-60 Hz
Input Voltage DC — — — —
Power Consumption (Average) 156 W 156 W 174 W 174 W
Power Consumption (Maximum) 260 W 260 W 285 W 285 W

Maximum Current AC

110V/5.29A, 120V/2.2A

110V/5.29A, 120V/2.2A

110V/5.29A, 220V/2.2A

110V/5.29A, 120V/2.2A

Maximum Current DC

Heat Dissipation (BTU/hr) / (kjoules/hr)

887 /936

887 /936

972 /1026

972 /1026

Operating Temperature 32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C)
Storage Temperature -13-158°F (-25-70°C) -13-158°F (-25—70°C) -13-158°F (-25-70°C) -13-158°F (-25—70°C)
Humidity 5-95% non-condensing 5-95% non-condensing 5-95% non-condensing 5-95% non-condensing
Compliance

Safety Certifications FCC Class A Part 15, UL/CB/cUL, C-Tick, VCCI, CE

Dimensions

Height x Width x Length (inches)

177 x17x16.32

177 x17x16.32

177 x17x16.32

177 x17x16.32

Height x Width x Length (mm)

45x 432 x414.5

45x 432 x414.5

45x 432 x414.5

45x 432 x414.5

Weight

17.21bs (7.8 k)

17.21bs (7.8 k)

17.21bs (7.8 k)

17.21bs (7.8 k)

FortiDDoS 200B

FortiDDoS 600B
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FortiDDoS™

SPECIFICATIONS

FORTIDDOS 10008 /
FORTIDDOS 900B FORTIDDOS 1000B-DC FORTIDDOS 12008

Hardware Specifications

LAN Interfaces Copper GE with built-in bypass — — -
WAN Interfaces Copper GE with built-in bypass — — —
LAN Interfaces SFP GE — _ -
WAN interfaces SFP GE — _ o

LAN Interfaces SFP+ 10 GE / SFP GE 8 8 8

WAN Interfaces SFP+ 10 GE / SFP GE 8 8 8

LAN Interfaces LC (850 nm, 10 GE) with built-in bypass — — 2

WAN Interfaces LC (850 nm, 10 GE) with built-in bypass — — 2

Storage 1x 480 GB SSD 1x 480 GB SSD 1x 480 GB SSD

Form Factor 2U Appliance 2U Appliance 2U Appliance

Power Supply Dual Hot-Swappable Dual Hot-Swappable Dual Hot-Swappable
System Performance

Throughput (Enterprise Mix — Gbps) 18 18 36

Packet Throughput (Mpps) 24 24 48

Latency (us) Max/Typical <60/<10 <60/<10 <60/<10

DDoS Attack Mitigation Response Time (s) <2 <2 <2

Advanced DNS Mitigation (Firmware v4.2.0) No Yes Yes

DNS Queries per second (M) NA 6 12

Open Hybrid Cloud Mitigation Support Yes Yes Yes

Environment

Input Voltage AC 100-240V AC, 50-60 Hz 100-240V AC, 50-60 Hz 100-240V AC, 50-60 Hz
Input Voltage DC — 40.5-57vV DC —

Power Consumption (Average) 253 W 253 W 31TW

Power Consumption (Maximum) 422 W 422 W 575W

Maximum Current AC 110V/10.0A, 220V/5.0A 110V/10.0A, 120V/5.0A 110V/10.0A, 120V/5.0A
Maximum Current DC — 24A —

Heat Dissipation (BTU/hr) / (kjoules/hr) 1440 /1420 1440 /1420 1962 /2070
Operating Temperature 32-104°F (0-40°C) 32-104°F (0-40°C) 32-104°F (0-40°C)
Storage Temperature -13-158°F (-25-70°C) -13-158°F (-25-70°C) -13-158°F (-25-70°C)
Humidity 5-95% non-condensing 5-95% non-condensing 5-95% non-condensing
Compliance

Safety Certifications FCC Class A Part 15, UL/CB/cUL, C-Tick, VCCI, CE

Dimensions

Height x Width x Length (inches) 3.5x17.24%x22.05 3.5x17.24x22.05 3.5x17.24%x22.05
Height x Width x Length (mm) 88 x 438 x 560 88 x 438 x 560 88 x 438 x 560
Weight 36.01Ibs (16.2 kg) 36.01bs (16.2 kg) 36.0Ibs (16.2 kg)

FortiDDoS 900B FortiDDoS 1000B FortiDDoS 1200B

www.fortinet.com




FortiDDoS™

ORDER INFORMATION

Product SKU Description

FortiDDoS 200B FDD-200B DDoS Protection Appliance — 4 pairs x Shared Media DDoS Defense Ports (including 4 pairs x GE RJ45 with bypass protection, 4 pairs x GE
SFP slots), 2x GE RJ45 Management Ports, AC Power Supply with Redundant Power Option. Includes 480 GB SSD storage. 3 Gbps throughput.
Supports Advanced DNS Mitigation.

FortiDDoS 400B FDD-400B DDoS Protection Appliance — 8 pairs x Shared Media DDoS Defense Ports (including 8 pairs x GE RJ45 with bypass protection, 8 pairs x GE
SFP slots), 2x GE RJ45 Management Ports, AC Power Supply with Redundant Power Option. Includes 480 GB SSD storage. 6 Gbps throughput.
Supports Advanced DNS Mitigation.

FortiDDoS 600B FDD-600B DDoS Protection Appliance — 8 pairs x Shared Media DDoS Defense Ports (including 8 pairs x GE RJ45 with bypass protection, 8 pairs x GE
SFP slots), 2x GE RJ45 Management Ports, AC Power Supply with Redundant Power Option. Includes 480 GB SSD storage. 12 Gbps throughput.
Does NOT support Advanced DNS Mitigation.

FortiDDoS 800B FDD-800B DDoS Protection Appliance — 8 pairs x Shared Media DDoS Defense Ports (including 8 pairs x GE RJ45 with bypass protection, 8 pairs x GE

SFP slots), 2x GE RJ45 Management Ports, AG Power Supply with Redundant Power Option. Includes 480 GB SSD storage. 12 Gbps throughput.
Supports Advanced DNS Mitigation.

FortiDDoS 900B FDD-900B DDoS Protection Appliance — 8 pairs x 10 GE SFP+ DDoS Defense Ports (can also support GE SFPs), 2x GE RJ45 Management Ports, Dual AC
Power Supplies. Includes 480 GB SSD storage and 2x 10 GE SR SFP+. 18 Gbps throughput. Does NOT support Advanced DNS Mitigation.

FortiDDoS 1000B FDD-1000B DDoS Protection Appliance — 8 pairs x 10 GE SFP+ DDoS Defense Ports (can also support GE SFPs), 2x GE RJ45 Management Ports, Dual AC
Power Supplies. Includes 480 GB SSD storage and 2x 10 GE SR SFP+. 18 Gbps throughput. Supports Advanced DNS Mitigation.

FortiDDoS 1000B-DC FDD-1000B-DC DDoS Protection Appliance — 8 pairs x 10 GE SFP+ DDoS Defense Ports (can also support GE SFPs), 2x GE RJ45 Management Ports, Dual DC
Power Supplies. Includes 480 GB SSD storage and 2x 10 GE SR SFP+. 18 Gbps throughput. Supports Advanced DNS Mitigation.

FortiDDoS 1200B FDD-1200B DDoS Protection Appliance — 8 pairs x 1T0GE SFP+ DDoS Defense Ports (can also support GE SFPs), 2 pairs x 10 GE LC Ports with optical bypass,
2x GE RJ45 Management Ports, Dual AC Power Supplies. Includes 480 GB SSD storage and 2x 10 GE SR SFP+. 36 Gbps throughput. Supports
Advanced DNS Mitigation.

FortiDDoS Cloud Monitoring

FortiDDoS Cloud Monitoring FC1-10-FMDO1-148-02-12  1-year FortiDDoS Cloud Monitoring Service with up to 10 Health Check configurations. Includes 10 cloud agents for monitoring.

FC2-10-FMD01-148-02-12  1-year FortiDDoS Cloud Monitoring Service with up to 50 Health Check configurations. Includes 10 cloud agents for monitoring and up to
4 user-deployed VM-based cloud agents.

FC3-10-FMDO01-148-02-12  1-year FortiDDoS Cloud Monitoring Service with up to 100 Health Check configurations. Includes 10 cloud agents for monitoring and up to
12 user-deployed VM-based cloud agents.

FC4-10-FMDO1-148-02-12  1-year FortiDDoS Cloud Monitoring Service with up to 500 Health Check configurations. Includes 10 cloud agents for monitoring and up to
22 user-deployed VM-based cloud agents.

FortiDDoS Compatible Transceivers

FortiDDoS Transceivers FG-TRAN-LX 1 GE SFP LX transceiver module for all systems with SFP and SFP/SFP+ slots.
FG-TRAN-GC 1 GE SFP RJ45 transceiver module for all systems with SFP and SFP/SFP+ slots.
FG-TRAN-SX 1 GE SFP SX transceiver module for all systems with SFP and SFP/SFP+ slots.
FG-TRAN-SFP+SR 10 GE SFP+ transceiver module, short range for all systems with SFP+ and SFP/SFP+ slots.
FG-TRAN-SFP+LR 10 GE SFP+ transceiver module, long range for all systems with SFP+ and SFP/SFP+ slots,
SP-CABLE-ADASFP+ 10 GE SFP+ active direct attach cable, 10 m / 32.8 ft for all systems with SFP+ and SFP/SFP+ slots.
Compatible Fiber Bypass Units
FortiBridge 2001F FBG-2001F 1 G fiber failure bypass unit for one network segment. Includes 2x 1 G SR SFPs.
FortiBridge 2002F FBG-2002F 1 G fiber failure bypass unit for two network segments. Includes 4x 1 G SR SFPs.
FortiBridge 2002X FBG-2002X 10 G fiber failure bypass unit for two network segments. Includes 4x 10 G SR SFP+s.
FortiBridge 3002S FBG-3002S FortiBridge 3002S (Short Range), power failure bypass functionality for two network segments. 4x 10 G SFP+, 4x LG, 1x console port,
dual power supply.
FortiBridge 3002L FBG-3002L FortiBridge 3002L (Long Range), power failure bypass functionality for two network segments. 4x 10 G SFP+, 4x LG, 1x console port,
dual power supply.
FortiBridge 3004S FBG-3004S FortiBridge 3004S (Short Range), power failure bypass functionality for four network segments. 8x 10 G SFP+, 8x LG, 1x console port,
dual power supply.
FortiBridge 3004L FBG-3004L FortiBridge 3004SL (Short Range + Long Range), power failure bypass functionality for two network segments for short range and two network

segments for long range. 4x 10 G SFP+ (short range), 4x 10 G SFP+ (long range), 4x LC (short range), 4x LC (long range), 1x console port,
dual power supply.

Optional Accessory

External redundant AC power supply FRPS-100 External redundant AC power supply for up to 4 units: FG-300C, FG-310B, FS-348B and FS-448B.
Up to 2 units: FG-2008, FG-200D, FG-240D and FG-300D, FG-500D, FDD-200B, FDD-4008, FDD-600B and FDD-8008.
Not supported for: FG-200D-POE/240D-POE
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